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ANTI-THEFKT DEVICE FOR ELECTRONIC
MERCHANDISE UTILIZING WIRELESS
VERIFICATION

PRIORITY CLAIM

This non-provisional patent application i1s a continuation-
in-part of and claims priority to U.S. Non-Provisional appli-
cation Ser. No. 18/303,398 filed on Apr. 19, 2023, which

claims priority to U.S. Provisional Application No. 63/332,
510 filed on Apr. 19, 2022.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to merchandise anti-theft devices.
More specifically, it relates to an anti-theft device having a
wireless merchandise i1dentification function.

2. Briet Description of the Related Art

Retailers often prefer to present theirr merchandise to
consumers 1n a manner that allows the consumers to touch,
ispect, and otherwise interact with the products at a display
counter. Many merchandise items, especially portable elec-
tronic gadgets, are relatively expensive and, therefore, are
under a serious threat of theft. Retailers often face a dilemma
pertaining to how to interactively display their merchandise
to attract customers and increase sales, while, at the same
time, safeguarding the merchandise against theit.

Many types of anti-theit devices are known in the art.
Some anti-theft solutions involve brackets that secure an
clectronic merchandise and anchor it to the display counter.
Others involve protective sheaths and cases. However, such
anti-theft devices detract from a true hands-on customer
experience with the electronic merchandise. For this reason,
there 1s a strong demand for an anti-theft solution that
enables customer interactions with the electronic merchan-
dise 1n its true form, unencumbered by a permanently
attached mechanical security measure that alters the weight
and feel of the electronic merchandise, while sateguarding
the electronic merchandise against unauthorized removal
from the retail store premises.

DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the invention, reference
should be made to the following detailed description, taken

in connection with the accompanying drawings, in which:
FIG. 1 1s a schematic side view depicting an article of
clectronic merchandise positioned on a charging platform,
wherein the charging platform 1s configured to receive
identification data pertaining to the electronic merchandise
by wirelessly interacting therewith.
FIG. 2A 1s a schematic top view depicting an article of
clectronic merchandise positioned on a charging platform.
FIG. 2B 1s a schematic top view depicting a customer-
interaction timer being activated in response to the elec-
tronic merchandise being lifted from the charging platform.
FI1G. 2C 1s a schematic top view depicting an alarm being,
produced 1n response to the electronic merchandise not
being returned to 1ts proper position on the charging plat-
form prior to expiration of a predefined duration allocated
for the customer interaction.
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FIG. 2D 1s a schematic top view depicting the electronic
merchandise being returned to 1ts designated position on the

charging platform prior to the expiration of the timer.

FIG. 2E 1s a schematic top view depicting an embodiment
in which charging placements emit light intended to guide
return of the electronic merchandise to 1ts designated place-
ment location.

FIG. 3 1s a flowchart illustrating an embodiment of a
method of securing electronic merchandise against theft
using an anti-theit device having a wireless merchandise
identification function.

SUMMARY OF THE INVENTION

In an embodiment, the invention pertains to an anti-theft
device for securing an article of electronic merchandise. The
anti-theft device includes a wireless charging platform con-
figured to support the article of electronic merchandise. A
wireless connection device 1s disposed within the wireless
charging platform. The wireless connection device may be
an inductive coil or an antenna. The wireless connection
device 1s configured to establish a wireless connection with
a corresponding wireless connection device (e.g., an mnduc-
tive coil or antenna) of the electronic merchandise. The
wireless connection enables the wireless connection device
of the anti-theft device to obtain an 1dentification data string
from the article of electronic merchandise placed onto the
charging platform. The 1dentification data string may encode
information related to a manufacturer, a model, or a char-
acteristic of the article of electronic merchandise.

The anti-thett device may further include a processor and
a non-transitory computer-readable medium communica-
tively coupled with one another. The identification data
string associated with the specific article of electronic mer-
chandise may be stored on the non-transitory computer-
readable medium and can be accessed by the processor. In
an embodiment, the processor 1s configured to verily
whether the identification data string wirelessly obtained
from the article of electronic merchandise placed onto the
charging platform of the anti-theft device corresponds to the
pre-programmed 1dentification data string stored on the
computer-readable medium.

The anti-theft device may also include an alarm device.
The alarm device may be armed upon removal of the article
of electronic merchandise from the wireless chagrining
platform and may be disarmed 1n response to the processor
successiully verifying that the identification data string
wirelessly obtained from the article of electronic merchan-
dise replaced onto the charging platform corresponds to the
pre-programmed 1dentification data string stored within the
non-transitory computer-readable medium.

In an embodiment, the anti-theft device includes a light
source configured to emit a light response to the first
wireless connection device establishing or losing the wire-
less connection with the electronic merchandise. The light
source may be configured to emit a first color light (for
example, green) or a flashing sequence in response to
successiully veritying that the identification data string
wirelessly obtained from the article of electronic merchan-
dise corresponds to the pre-programmed i1dentification data
string. The light source may be further configured to emit a
second color light ({for example, red) or a second flashing
sequence 1f the 1dentification data string obtained from the
article of electronic merchandise does not correspond to the
pre-programmed 1dentification data string.

In an embodiment, the mnvention pertains to a method of
securing an article of electronic merchandise against theft.
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This method involves the step of providing a wireless
charging platform having a first wireless connection device.

The wireless charging platform may be configured to wire-
lessly supply electrical power to the article of electronic
merchandise and/or to wirelessly obtain data therefrom. In
an embodiment, a unique 1dentification data string associ-
ated with the article of electronic merchandise 1s provisioned
into a non-transitory computer-readable storage medium
associated with the anti-theft device.

When the article of electronic merchandise 1s removed
from the wireless charging platform, an alarm device may be
armed. Subsequently, when the article of electronic mer-
chandise 1s returned to the wireless charging platiform, the
wireless connection device within the charging platform wall
establish a wireless connection with the article of electronic
merchandise and will obtain an identification data string
therefrom wvia the wireless connection. The i1dentification
data string obtained from the article of electronic merchan-
dise will then be compared against the pre-programmed
identification data string provisioned to the wireless plat-
form to determine whether they match. If the verification
process 1s successiul, the alarm device 1s disarmed.

In an embodiment, the wireless connection device of the
anti-theft device and the wireless connection device of the
clectronic merchandise comprise antennas configured to
communicate with one another using a near-ficld commu-
nication (NFC) protocol, a short-range wireless communi-
cation protocol (1.e., BLUETHOOTH® or BLUETOOTH®
LE), an ultra-wideband (UWB) protocol, a low-power, wide
area networking (LoRaWAN) protocol, a radio frequency
identification (RFID) protocol, or a sub-gigahertz radio
technology.

In an embodiment, the anti-theft device may be config-
ured to determine a battery specification of the electronic
merchandise based on the 1dentification data string and may
be configured to adapt the electrical power wirelessly sup-
plied to the electronic merchandise based on the battery
specification.

In addition, the anti-theft device may be configured to
transmit a command to the electronic merchandise via the
wireless connection established between their respective
wireless connection devices, wherein the transmitted com-
mand may be configured to trigger the article of electronic
merchandise to perform a specific function, such as deleting,
a file, mitiating an update, changing a setting, launching an
application, or downloading or uploading data via a network
connection. Payload data may also be transmitted between
the anti-theft device and the electronic merchandise via the
wireless connection between their respective wireless con-
nection devices. In an embodiment, the command may be
configured to trigger a software application pre-installed on
the electronic merchandise to cause the electronic merchan-
dise to output a visual or audible signal indicating that the
clectronic merchandise was not returned to 1ts designated
platform.

In an embodiment, the anti-theft device may be config-
ured to track the time elapsed from removal of the article of
clectronic merchandise from the wireless charging platform
until the article of electronic merchandise 1s replaced onto
the wireless charging platform.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENT

L1

In the following detailed description of the preferred
embodiment, reference 1s made to the accompanying draw-
ings, which form a part hereof, and within which specific
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embodiments are shown by way of illustration by which the
invention may be practiced. It 1s to be understood that other
embodiments may be utilized and structural changes may be
made without departing from the scope of the invention.

FIG. 1 depicts an embodiment of an anti-theit device 10
for electronic merchandise 12. The anti-theft device 10
utilizes wireless charging and wireless identification tech-
nology to ensure that the electronic merchandise 12 is timely
returned to 1ts designated location after a customer interac-
tion therewith. In an embodiment, the anti-theft device 10
includes an inductive wireless charging platform 14, which
houses one or more wireless connection devices 16—for
example, inductive coils or antennas. The following descrip-
tion refers to an inductive coil 16 as a non-limiting and a
non-exclusive example of a wireless connect device.

FIG. 1 depicts the electronic merchandise 12 resting on 1ts
designated placement 28 on the wireless charging platform
14. When the electronic merchandise 12 1s placed correctly
in i1ts designated placement 28, the inductive coil 16 com-
municates with an inductive coil 18 built into the electronic
merchandise 12. This electromagnetic commumnication
between the inductive coils 16 and 18 enables the charging
plattorm 14 to wirelessly supply power to the electronic
merchandise 12. An example of a wireless charging standard
1s (J1 protocol.

The anti-theft device 10 may be configured to 1dentify the
type of electronic merchandise 12—e¢.g., a smartphone,
stylus, smartwatch, headphones, etc.—based on the wireless
charging protocol thereof. The inductive charging coil 16 of
the charging platform 14 may be adapted to supply electric
power to the electronic merchandise 12 using 1ts preferred or
required wireless charging protocol. In addition, the amount
of power delivered to the electronic merchandise 12 may be
optimized based on 1ts type—1or example, a stylus may
require less power than a smartphone. In this manner, the
charging platform 14 can provide universal charging capa-
bility to a wide array of electronic devices by selecting the
appropriate wireless charging protocol for each electronic
merchandise 12 placed onto the charging platform 14.

In addition to wirelessly supplying power to the electronic
merchandise 12, the iductive coil 16 of the charging
platiorm 14 may be further configured to receive identifi-
cation data—1or example, a singulated identification num-
ber—1rom the electronic merchandise 12. This identification
data can be unique to every article of electronic merchandise
12, thereby enabling the charging platform 14 to confirm
that the correct electronic merchandise 12 has been placed
thereon. Furthermore, the identification data string may be
decoded to identily the manufacturer, the model, and other
aspects (for example, color variant) of the electronic mer-
chandise 12.

FIG. 1 depicts that the inductive coi1l 16 may be commu-
nicatively coupled to a processor 20. In this manner, the
identification data string that the immductive coil 16 obtains
via wireless connection with the imnductive coil 18 can be
communicated from the inductive coil 16 to the processor
20. FIG. 1 further depicts that the processor 20 1s commu-
nicatively coupled to a non-transitory computer-readable
medium 22. Within the context of this specification, the term
“non-transitory computer-readable medium” encompasses
clectronic, magnetic, optical, electromagnetic, inirared, or
semiconductor system, apparatus, or device, or any suitable
combination of the foregoing and may be located locally or
hosted on a remote server.

The identification data associated with a specific article of
clectronic merchandise 12 may be stored within the com-
puter-readable medium 22. As described 1n greater detail
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below, the processor 20 may be configured to compare the
identification data obtained wirelessly from the article of
merchandise 12 against the pre-programmed i1dentification
data stored within the computer-readable medium 22. In this
manner, the processor 20 can verily whether the article of
clectronic merchandise 12 that 1s placed onto the charging
plattorm 14 1s indeed the article that 1s intended to be
secured by the anti-theft device 10.

In an embodiment, the charging platform has a light
source 24—1tor example, a light-emitting diode (LED)—
capable of emitting light of different colors, flashing
sequences, etc. The light source 24 may be configured to
emit a light of a predefined color when the electronic
merchandise 12 1s removed from the charging platform 14,
alerting the store personnel of an ongoing consumer inter-
action with the electronic merchandise 12. Upon return of
the electronic merchandise 12 onto the charging platform 14,
the inductive coil 16 of the charging platform 14 waill
establish a wireless connection with the inductive coil 18 of
the electronic merchandise 12. The inductive coil 16 will
obtain the identification data from the electronic merchan-
dise 12 via this wireless connection between inductive coils
16 and 18. Next the processor 20 may be configured to
compare the obtained identification data against the pre-
programmed 1dentification data stored in the computer-
readable medium 22. The light source 24 may be configured
to emit a light of a first color (for example, green) in
response to a successiul verification that the identification
data wirelessly obtained from electronic merchandise 12
matches the pre-programmed identification data string
stored within the non-transitory computer-readable storage
medium 22. Otherwise, 1f the verification of the identifica-
tion data string 1s unsuccessiul, the processor 20 may be
configured to cause the light source 24 to emit a light of a
second color (for example, red).

In addition, the anti-thett device 10 may include an alarm
device 26. As explained in more detail below, the alarm
device 26 may be configured to output an alarm 11 the article
of electronic merchandise 12 1s not timely returned to 1ts
designated placement on the wireless charging platform 14
or 1if the venfication of its identification data string 1is
unsuccessiul. The alarm may involve a sound, a light alert,
a wireless signal transmitted to a designated device, or any
other type of an alarm known 1n the art.

Furthermore, the charging platform 14 may include other
types of wireless communication devices—Ior example, an
antenna. In such embodiment, the antenna disposed within
the charging platform 14 may be configured to communicate
with a complementary antenna of the electronic merchandise
12. In an exemplary embodiment, these antennas may be
configured to communicate with one another via a near field
communications (NFC) protocol, a short-range wireless
communication protocol (1.e., BLUETHOOTH® or BLU-
ETOOTH® LE), an ultra-wideband (UWB) protocol, a
low-power, wide area networking (LoRaWAN) protocol, a
radio frequency identification (RFID) protocol, or a sub-
gigahertz radio technology. Some types of electronic mer-
chandise 12—for example, styli, wearable electronics, and
audio accessories—may be charged wirelessly via NFC or
another protocol that enables transfer of power and/or data
between two closely positioned antennas. Wireless commu-
nication between the antennas within the charging platform
14 and the electronic merchandise 12 may enable the
charging platform 14 to obtain the identification data from
the electronic merchandise 12 and/or transmit payload data
or other commands. Although the exemplary embodiment
disclosed herein 1s described as using inductive coils 16 and
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18, embodiments utilizing antennas as wireless communi-
cation devices to establish a wireless communication link
between the charging platform 14 and the electronic mer-
chandise 12 (for example, via NFC or another type of
wireless communications protocol) also fall within the scope
of the invention.

FIG. 2A depicts that the charging platform 14 may have
multiple charging placements 28. Each charging placement
28 may be associated with a specific article of electronic
merchandise 12. FIG. 2B depicts that when electronic mer-
chandise 12 1s picked up from the charging platform 14, 1ts
designated charging placement 28 may 1lluminate to indicate
an ongoing customer interaction with the electronic mer-
chandise 12.

FIG. 2B depicts that, as a security measure, each customer
interaction may be timed. A timer may be initiated for a
predefined duration when electronic merchandise 12 1s
removed from 1ts charging placement 28. FIG. 2C depicts
that an alarm may be triggered 11 the electronic merchandise
12 1s not returned to 1ts proper charging placement 28 prior
to expiration of the predefined duration. The alarm may
involve a sound, a light alert, a wireless signal transmitted to
a designated device, or any other type of an alarm known 1n
the art. In this manner, the invention ensures that store
personnel, law enforcement, and/or security guards are
alerted when the electronic merchandise 12 1s not timely
returned to 1ts designated charging placement 28. Because
the charging platform 14 1s configured to verity the 1denti-
fication data of the electronic merchandise 12, the interac-
tion timer will be reset only when the exact article of
clectronic merchandise 12 designated for that specific charg-
ing placement 28 is returned there, as depicted 1n FIG. 2D.
Placement of a different electronic merchandise on the
charging placement 28 will not reset the interaction timer
and will not disarm the alarm. Thus, this security feature
cannot be circumvented by replacing one electronic mer-
chandise 12 with another electronic device or a dummy.

Alternatively, or additionally, the electronic merchandise
12 may be configured to communicate a predefined security
code to the charging platiorm 14 via the wireless connection
link established between the inductive coils (or antennas) of
the electronic merchandise 12 and the charging platform 14.
This code may be used to arm/disarm the alarm. Also, the
charging platform 14 may be configured to wirelessly com-
municate a security code to the electronic merchandise 12,
which may lock/unlock the electronic merchandise 12, or
cause the electronic merchandise 12 to perform a specific
function.

FIG. 2E depicts that the charging platform 14 may be
configured to encourage proper arrangement of articles of
clectronic merchandise 12 on the charging platform 14. FIG.
2E depicts an exemplary charging platform 14 having three
wireless charging placements 28. Each placement 28 1s
associated with a specific electronic merchandise 12. If the
clectronic merchandise 12 designated for the first placement
28 1s placed onto the second placement 28, the first place-
ment 28 and/or second placement 28 may light up in
predefined colors to indicate that the electronic merchandise
12 1s incorrectly placed and should be moved to 1its proper
placement. In an embodiment, each placement 28 may be
configured to illuminate with a first designated color (for
example, green) when a correct electronic merchandise 12 1s
placed thereon, and i1lluminate with a second designated
color (for example, red) when an incorrect electronic mer-
chandise 12 1s placed thereon. In this manner, customers and
store personnel will be encouraged to maintain the merchan-
dise displayed 1n a proper designated positioning order. In
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another embodiment, rather than illuminating with color
lights indicative of the proper placement of the electronic
merchandise 12 on the charging platform 14, the designated
charging placement 28 for the electronic merchandise 12
may emit a steady of flashing light.

In an embodiment, the invention may utilize an automated
conveyor belt, pick-and-place device, or other means to
deliver each electromic merchandise 12 to 1ts designated
display placement 28. In one such embodiment, when a
customer places an electronic merchandise 12 onto a con-
veyor belt, the conveyor belt uses an inductive charging coil
(or an antenna) to obtain the identification data associated
with the electronic merchandise 12. Based on this identifi-
cation data, the conveyor belt 1s automatically configured to
transport the electronic merchandise 12 to 1ts designated
display/charging placement 28 on the charging platform 14.

Identification data strings (for example, singulated 1den-
tification numbers) across different manufacturers of elec-
tronic merchandise 12 may have different formats and
various digits or characters may have different designations.
For example, Manufacturer A may use the last three digits of
the singulated identification number to designate the color of
the electronic merchandise 12, while Manufacturer B may
use the last three digits to 1dentity the battery capacity. To
harmonize singulated i1dentification numbers across manu-
facturers, these numbers may be converted into a unitary
identification numbering system.

In an embodiment, the charging platform 14 may be
configured to 1dentily battery specifications of the electronic
merchandise 12 based on their 1dentification data. Battery
specification may include battery type, storage capacity,
number of cells, etc. Based on this information, the charging
plattorm 14 may be configured to automatically perform
smart voltage cutoil.

, whereby the inductive coil 16 1n the
charging platform 14 will be configured to cease supplying
power to the electronic merchandise 12 when 1ts battery
charge reaches a designated level configured to optimize
longevity of the battery as maintaining the battery charge
level at 100% may be detrimental to the battery lifespan and
ability hold charge over time. Hence, the smart voltage
cutoil feature may be configured to charge the battery of the
clectronic merchandise 12 only up to the designated charge
limat, at which point the inductive charging coil 16 will stop
supplying power to the electronic merchandise 12.
Furthermore, the anti-theft device 10 may be configured
to use wireless connection between the indicative coil 16 of
the electronic merchandise 12 and the inductive coil 18 of
the charging platiform 14 to transier payload data therebe-
tween. Thus, the charging platform 14 may be configured to
download data from the electronic merchandise 12 and/or
upload data or provide commands to the electronic mer-
chandise 12. For example, when an electronic merchandise
12 1s returned to its designated charging placement 28 after
a customer interaction, the mnductive coil 16 of the charging
plattorm 14 may 1ssue a command to the electronic mer-
chandise 12 directing i1t to delete all photographs stored
thereon during a preceding customer interaction. In this
manner, when subsequent customers pick up the electronic
merchandise 12, they will not see the photographs that
previous customer might have taken while testing the cam-
era of the electronic merchandise 12. In an embodiment, the
anti-theft device 10 may be configured to 1ssue substantially
simultaneous commands to multiple articles of electronic
merchandise 12 positioned on the charging platform 14. For
example, 1n case of a mass theft threat, the anti-thett device
10 may 1nstruct, via the wireless connections between induc-
tive coils 16 and 18, all electronic merchandise 12 to lock,
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wipe, seli-disable, etc. Furthermore, this feature may be
used to upload data such as firmware updates and/or appli-
cation files to the electronic merchandise 12 via a network
connection or to download data from the electronic mer-
chandise 12 via the network connection. The electronic
merchandise 12 may be configured to establish the network
connection via a local router (e.g., Wi1-Fi1) or via a cellular or
satellite infrastructure. In addition, the electronic merchan-
dise 12 may communicate information pertaining to the
actions taken during customer interaction—ior example,
which software applications (apps) were opened, or which
buttons were pressed.

In an embodiment, a software application 1s preinstalled
on the electronic merchandise 12. It the anti-theft device 10
fails to successtully verity that the identification data string
wirelessly obtained from the electronic merchandise 12
matches the pre-programmed 1dentification data string asso-
ciated with the charging platform 14, the anti-theft device 10
may be configured to transmit a command to the electronic
merchandise 12, triggering the software application prein-
stalled thereon to output a visual or audible alarm indicating
that the electronic merchandise 12 has not been returned to
its designated charging platform 14.

In addition, charging platform 14 may be used to keep
track of the number of times each electronic merchandise 12
positioned thereon has been picked up by a consumer and/or
the duration of each customer interaction. This data may
provide valuable insight about popularity and demand for
various articles of electronic merchandise 12. This data can
be used to optimize retail stores, both in terms of the types
of articles of electronic merchandise 12 on the display and
their specific arrangement. Furthermore, these msights can
be used to predict demand for specific electronic merchan-
dise 12 and intelligently manage inventory.

As explained above, the inductive coil 16 of the charging
plattorm 14 may be configured to establish bilateral com-
munication with the inductive coil of the electronic mer-
chandise 12, thus enabling the charging platform 14 to
transmit data and commands to the electronic merchandise
12. In an embodiment, this feature can be used to diagnose
and troubleshoot electronic merchandise 12. For example,
the charging platform 14 may be configured to send a
command to the electronic merchandise 12 resetting 1ts
Wi-F1, cellular data, roaming, accessibility, or other com-
monly misconfigured settings. In this manner, many com-
mon problems that users experience with their electronic
gadgets can be quickly and efliciently resolved by simply
requiring a customer to place their electronic gadget onto the
charging platform 14. Moreover, because the charging plat-
form 14 can i1dentily the exact manufacturer and model of
the electronic gadget, the troubleshooting commands can be
tailored specifically to that electronic gadget. This trouble-
shooting capability has far-reaching applications, including
“quick-repair” automated kiosks placed 1n airports, libraries,
restaurants, etc. In an embodiment, the troubleshooting
feature may be used to generate revenue by charging a
customer’s credit card or mobile service account for the
repait.

In an embodiment, to remove the electronic merchandise
12 from the charging platform 14, a fob may be required to
deactivate the alarm 26 and 1nitiating a customer-interaction
timer. In some embodiments, the electronic merchandise 12
may be secured to the charging platform 14 using a mechani-
cal or electromechanical restraint mechanism. In such
embodiments, the fob may be used to actuate the release of
the electronic merchandise 12 from the restraint mechanism
to enable consumer interaction. In addition to releasing the
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electronic merchandise 12 for customer interaction, the fob
may also be used to receive the data from the charging
platform 14 regarding activity pertaining to the electronic
merchandise 12: for example, number of times that the
clectronic merchandise 12 has been lifted for customer
interactions, durations of customer interactions, etc. When
the fob 1s subsequently placed on a designated dock, this
data can be uploaded from the fob to an administrator
system. In addition to downloading data from the charging
platform 14, the fob may be configured to upload a firmware
update, computer code, or to trigger a designated command
that the charging platform 14 delivers to the electronic
merchandise 12 via the wireless connection between the
inductive coils 16 and 18 (or antennas). In addition, the
mechanical restrain mechanism may be configured to close
in response to a successiul verification of the identification
data string obtained from the electronic merchandise 12.

In an embodiment, the electronic merchandise 12 may be
checked out by store personnel to customer for a timed
interaction. To check out the electronic merchandise 12, it
may be placed on a designated device (*“puck™) equipped
with an inductive coil. The inductive coil of the puck
receives the 1dentification data from the electronic merchan-
dise 12 and initiates a customer interaction timer. When the
customer returns the electronic merchandise 12 to the store
personnel, the electronic merchandise 12 1s again placed
onto the puck. Upon confirming that the electronic merchan-
dise 12 has the correct identification data, the puck turns oif
the customer interaction timer. Otherwise, 1f the correct
clectronic merchandise 12 1s not timely returned, the puck
may be configured to produce an alarm. In another embodi-
ment, as an additional security layer, the puck may be
configured to be attached to the electronic merchandise 12
for the duration of the customer interaction.

The method of securing an article of electronic merchan-
dise 12 against theft using the anti-theit device 10 1s sche-
matically depicted in FIG. 3. In step 102, the wireless
charging platform 14 having a wireless connection device 16
(e.g., an mductive coil or an antenna) 1s provided, whereby
the wireless charging platiorm 14 can be deployed 1n a retail
store. In step 104, the identification data string associated
with the article of electronic merchandise 12 1s provisioned
into a non-transitory computer-readable storage medium 22.
In step 106, the processor 20 of the anti-theft device 10
monitors the wireless connection between the wireless con-
nection device 16 of the charging platform 14 and the
corresponding wireless connection device 18 of the elec-
tronic merchandise 12. This monitoring step continues until
the electronic merchandise 12 1s removed from the charging
platform 14, and the wireless connection between wireless
connection devices 16 and 18 i1s lost.

In step 108, upon detecting removal of the electronic
merchandise 12 from the charging platform 14, a timer 1s set
for a predefined duration allocated for an authorized cus-
tomer interaction with the electronic merchandise 12, and
the alarm device 26 1s armed. In step 110, the processor 20
monitors the wireless connection device 16 to determine
whether the wireless connection device 16 has reestablished
a wireless connection, thereby indicating that some article of
merchandise having a wireless connection device has been
placed onto the charging platform 14. If the wireless con-
nection device 16 does not reestablish a wireless connection
prior to the expiration of the predefined duration set on the
timer, the alarm device 26 may be instructed to output an
alarm 1n step 112.

If the processor 20 detects that the wireless connection
device 16 within the charging platform 14 has reestablished
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a wireless connection, then the method proceeds to step 114.
In step 114, the wireless connection device 16 obtains
identification data from the electronic merchandise placed
onto the charging platform 14. In step 116, the processor 20
compares the obtained identification data with the pre-
programmed 1dentification data provisioned into the non-
transitory computer-readable medium 22. If the obtained
identification data matches the pre-programmed identifica-
tion data, the verification step 1s successiul, and the method
proceeds to step 118, i which the alarm device 26 1s
disarmed. Otherwise, 1f the obtained 1dentification data does
not match the pre-programmed 1dentification data (which
would indicate that the electronic device placed onto the
charging platform 14 1s not the article of electronic mer-
chandise 12), then the verification step will be unsuccessiul,
and the alarm device 26 may output an alarm 1n step 112.
The advantages set forth above, and those made apparent
from the foregoing description, are efliciently attained. Since
certain changes may be made 1n the above construction
without departing from the scope of the invention, 1t 1s
intended that all matters contained in the foregoing descrip-
tion or shown in the accompanying drawings shall be
interpreted as 1llustrative and not 1n a limiting sense.
What 1s claimed 1s:
1. A method of securing an article of electronic merchan-
dise against theft, the method comprising:
providing an anti-theit device having a support platiorm
and a restraint mechanism configured to secure the
article of electronic merchandise to the support plat-
form, the support platform having a first wireless
connection device disposed therein, wherein the sup-
port platform 1s configured to wirelessly obtain data
from the article of electronic merchandise;

provisioning a pre-programmed 1dentification data string
into a non-transitory computer-readable storage
medium, wherein the pre-programmed identification
data string 1s associated with the article of electronic
merchandise being secured;

responsive to the article of electronic merchandise being

removed and subsequently replaced onto the support
platform, establishing a wireless connection between
the first wireless connection device and the article of
electronic merchandise;

obtaining by the first wireless connection device, via the

wireless connection, an identification data string from
the article of electronic merchandise:

veritying whether the 1dentification data string wirelessly

obtained from the article of electronic merchandise
corresponds to the pre-programmed i1dentification data
string provisioned into the non-transitory computer-
readable storage medium; and

responsive to successiully veritying that the identification

data string wirelessly obtained from the article of
clectronic merchandise matches the pre-programmed
identification data string, automatically actuating the
restraint mechanism to secure the article of electronic
merchandise to the support platiorm.

2. The method of claim 1, wherein the first wireless
connection device 1s a first mductive coil configured to
establish the wireless connection with a second inductive
co1l housed within the article of electronic merchandise, and
wherein the first inductive coil 1s configured to wirelessly
supply electrical power to the article of electronic merchan-
dise and wirelessly obtain the identification data string
therefrom.

3. The method of claim 1, wherein the first wireless
connection device 1s a first antenna configured to establish
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the wireless connection with a second antenna disposed
within the article of electronic merchandise.

4. The method of claim 3, wherein the first antenna and
the second antenna are configured to communicate with one
another using a near-field communication (NFC) protocol, a
short-range wireless communication protocol, an ultra-
wideband (UWB) protocol, a low-power, wide area net-
working (LoRaWAN) protocol, a radio frequency identifi-
cation (RFID) protocol, or a sub-gigahertz radio technology.

5. The method of claim 1, further comprising: responsive
to the article of electronic merchandise being removed from
the support platform, 1nitiating a timer set for a predefined
duration, wherein the alarm device 1s configured to output an
alarm signal 1f the 1dentification data string of the article of
clectronic merchandise 1s not successtully verified prior to
expiration of the predefined duration.

6. The method of claim 1, wherein the 1dentification data
string encodes a manufacturer, a model, or a characteristic of
the article of electronic merchandise.

7. The method of claim 1, further comprising: determin-
ing a battery specification of the article of electronic mer-
chandise based on the 1dentification data string and adapting
clectrical power wirelessly supplied thereto based on the
battery specification.

8. The method of claim 1, wherein the first wireless
connection device 1s configured to transmit a command to
the article of electronic merchandise via the wireless con-
nection, the command configured to trigger the article of
clectronic merchandise to perform a function.

9. The method of claim 8, wherein the function 1s selected
from a group consisting of deleting a file, mitiating an
update, changing a setting, launching an application, upload-
ing data via a network connection, and downloading data via
the network connection.

10. The method of claim 8, wherein the command 1s
transmitted responsive to determining that the identification
data string wirelessly obtained from the article of electronic
merchandise does not match the pre-programmed 1dentifi-
cation data string, and wherein the function triggered by the
command 1s outputting a visual or an audible signal.

11. The method of claam 1, wherein the first wireless
connection device 1s configured to wirelessly receive or
transmit data to the article of electronic merchandise.

12. The method of claim 1, wherein the support platiorm
comprises a light source configured to emit a light 1n
response to the first wireless connection device establishing
or losing the wireless connection with the article of elec-
tronic merchandise.

13. The method of claim 12, wherein the light source is
configured to emit a {irst color light or a first flashing pattern
in response to successtully veritying that the identification
data string wirelessly obtained from the article of electronic
merchandise corresponds to the pre-programmed 1dentifica-
tion data string, or wherein the light source 1s configured to
emit a second color light or a second flashing pattern 1n
response to determining that the identification data string
wirelessly obtained from the article of electronic merchan-
dise does not correspond to the pre-programmed 1dentifica-
tion data string.

14. The method of claim 1, further comprising tracking
time elapsed from removal of the article of electronic
merchandise from the support platform until the article of
clectronic merchandise 1s replaced onto the support plat-
form.

15. The method of claim 1, further comprising tracking a
quantity of instances of the article of electronic merchandise
being removed from the support platiorm.
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16. An anti-theft device for securing an article of elec-
tronic merchandise, comprising:

a support platform configured to support the article of

electronic merchandise thereon;

a restraint mechanism for securing the article of electronic
merchandise to the support platform;

a first wireless connection device disposed within the
support platform, wherein the first wireless connection
device 1s configured to obtain an identification data
string from the article of electronic merchandise via a
wireless connection:

a non-transitory computer-readable medium having a
pre-programmed 1dentification data string stored
thereon associated with the article of electronic mer-
chandise;

a processor communicatively coupled to the non-transi-
tory computer-readable medium and to the first wire-
less connection device, wherein the processor 1s con-
figured to verily whether the identification data string
wirelessly obtained from the article of electronic mer-
chandise corresponds to the pre-programmed 1dentifi-
cation data string; and

wherein responsive to successiully veritying that the
identification data string wirelessly obtained from the
article of electronic merchandise matches the pre-
programmed 1dentification data string, the processor 1s
configured to actuate the restraint mechanism to secure
the article of electronic merchandise to the support
platiorm.

17. The anti-theft device of claim 16, wherein the first
wireless connection device 1s a first inductive coil config-
ured to establish the wireless connection with a second
inductive coil disposed within the article of electronic mer-
chandise.

18. The anti-theft device of claim 16, wherein the first
wireless connection device 1s a first antenna configured to
establish the wireless connection with a second antenna
disposed within the article of electronic merchandise.

19. The method of claim 18, wherein the first antenna and
the second antenna are configured to communicate with one
another using a near-field communication (NFC) protocol, a
short-range wireless communication protocol, an ultra-
wideband (UWB) protocol, a low-power, wide area net-
working (LoRaWAN) protocol, a radio frequency identifi-
cation (RFID) protocol, or a sub-gigahertz radio technology.

20. The anti-theit device of claim 16, wherein responsive
to the first wireless connection device losing the wireless
connection with the article of electronic merchandise, a
timer 1s 1itiated for a predefined duration, wherein the alarm
device 1s configured to output an alarm signal 11 the 1denti-
fication data string of the article of electronic merchandise 1s
not successtully verified prior to expiration of the predefined
duration.

21. The anti-theft device of claim 16, wherein the iden-
tification data string encodes a manufacturer, a model, or a
characteristic of the article of electronic merchandise.

22. The anti-theft device of claim 16, wherein a battery
specification of the article of electronic merchandise 1s
determined based on the idenftification data string, and
wherein electrical power wirelessly supplied to the article of
clectronic merchandise 1s adapted based on the battery
specification.

23. The anti-theit device of claim 16, further comprising,
a light source configured to emit a light 1n response to the
first wireless connection device establishing or losing the
wireless connection with the article of electronic merchan-
dise.
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24. The anti-theft device of claim 23, wherein the light
source 1s configured to emit a first color light or a first
flashing sequence 1n response to successiully veriiying that
the 1dentification data string wirelessly obtained from the
article of electronic merchandise corresponds to the pre-
programmed 1dentification data string, or wherein the light
source 1s configured to emit a second color light or a second
flashing sequence in response to determining that the 1den-
tification data string wirelessly obtained from the article of
clectronic merchandise does not correspond to the pre-
programmed 1dentification data string.

25. The anti-theft device of claim 16, wherein the first
wireless connection device 1s configured to wirelessly
receive or transmit data or a command to the article of
clectronic merchandise.

26. The anti-theft device of claim 25, wherein the com-
mand 1s configured to cause the article of electronic mer-
chandise to execute a function selected from a group con-
sisting of deleting a file, mmitiating an update, changing a
setting, launching an application, uploading data via a
network connection, and downloading data via the network
connection.

27. The method of claim 25, wherein the command 1s
transmitted responsive to determining that the identification
data string wirelessly obtained from the article of electronic
merchandise does not match the pre-programmed i1dentifi-
cation data string, and wherein the command triggers the
article of electronic merchandise to output a visual or
audible signal.
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